
United States Patent and Trademark Office 



UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark OfTIec 
Arfdrcu.- COMMISSIONER FOR PATENTS 
P.O. Bo* 1450 

Ak&ftndritt. Virginia 223IM450 



APPLICATION NO. 



FILING DATE 



FIRST NAMED INVENTOR 



ATTORNEY DOCKET NO. CONFIRMATION NO. 



09/823,423 



03/29/2001 



Michael S. Ripley 



8791 7590 08/02/2004 

BLAKELY SOKOLOFF TAYLOR & ZAFMAN 

12400 W1LSHIRE BOULEVARD 

SEVENTH FLOOR 

LOS ANGELES, CA 90025-1030 



42390P10855 



9405 



EXAMINER 



HAMILTON, MONPLAISIR G 



ART UNIT 



PAPER NUMBER 



2135 

DATE MAILED: 08/02/2004 



Please find below and/or attached an Office communication concerning this application or proceeding. 



PTO-90C (Rev. 10/03) 



Office Action Summary 



Application No. 


Applicants) r\ 


09/823,423 


RIPLEY ETAL \JL-^ 


Examiner 


Art Unit 




Monplaisir G Hamilton 


2135 





- 77?e MAILING DATE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 
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DETAILED ACTION 

1 . Claims 1-26 remain for examination. 

Response to Arguments 

2. Applicant's arguments, see Paper No. 9, filed 5/03/04, with respect to the reject ion(s)of 
Claim(s) 1-4, 6-9, 1 1-19 and 21-26 under 35 U.S.C. § 102(a) as being anticipated by Content 
Protection for Recordable Media Specification Revision 0.94 by IBM et al, Claim 1 is rejected 
under 35 U.S.C. 102(e) as being anticipated by US 6289102 issued to Ueda et al, herein referred 
to as Ueda and Claims 5, 10 and 20 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Content Protection for Recordable Media Specification Revision .94 by IBM et al, herein 
referred to as IBM in view of US 5949881 issued to Davis, herein referred to as Davis, have been 
fully considered and are persuasive. Therefore, the rejection has been withdrawn. However, 
upon further consideration, a new ground(s) of rejection is made in view of Lotspiech (US 
6,748,539). 

Claim Rejections - 35 USC § 112 
The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

3. Claims 3 and 4 recites the limitation "the at least one". There is insufficient antecedent 
basis for this limitation in the claim. Appropriate correction is required. 
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Claim Objections 

4. Claims 5, 12 and 20 is objected to because of the following informalities: "used by said 
encryption subsystem to encrypted said data". Encrypted should be encrypt, appropriate 
correction is required. 
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Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action; 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

5. Claims 1-9, 1 1-14, 16, 18-21, 23-24, and 26 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Lotspiech (US 6,748,539). 

Referring to Claim 1 : 

Lotspiech discloses a system comprising; 
a number generator to generate a nonce (col 5, lines 20-30); and 
an encryption subsystem to encrypt data accessed from a storage medium containing a 
key distribution data block using an encryption bus key prior to transmitting the encrypted data 
via a data bus (col 3, lines 10-16), wherein said encryption bus key is derived based on [1] a 
portion of the key distribution data block, [2]a device key assigned to said encryption subsystem 
and [3]the nonce generated by the number generator (col 3, lines 10-20; col 4, line 65-col 5, line 
10). 
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Referring to Claim 11: 

Lotspiech discloses a method comprising: 

a storage device reading a key distribution data block from a storage medium (col 4, line 
65-col 5, line 10); 

the storage device processing at least a portion of said key distribution data block using 
least one device key to compute a media key (col 5, lines 1-10); 

the storage device fetching a nonce generated by a number generator (col 5, lines 1-6, 20- 

25); 

the storage device combining said nonce with said media key using a one-way function to 
generate a bus key (col 5, lines 5-10); 

the storage device encrypting data read from the storage medium using the bus key 
generated by the storage device (col 5, lines 5-10); and 

the storage device transmitting the encrypted data over a data bus to a host device (col 5, 
lines 5-20). 

Referring to Claim 18: 

Lotspiech discloses an apparatus comprising: 

a storage device to access a storage medium containing data and a key distribution data 
block, said storage device including a processing logic (col 5, lines 1-10), 

a one-way function and an encryption logic, wherein said processing logic processes at 
least a portion of said key distribution data block using a device key assigned to said storage 
device to compute a media key (col 5, lines 1-5), 
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said one-way function combines said media key with a nonce generated by a number 
generator to produce a bus key (col 5, lines 1-10, 20-25) and 

said encryption logic encrypts said data accessed from said storage medium using said 
bus key prior to transmitting the encrypted data via a data bus to a host device (col 5, lines 5-25). 

Referring to Claim 2: 

Lotspiech discloses the limitations of Claim 1 above. Lotspiech further discloses a 
decryption subsystem coupled to said data bus to, decrypt said encrypted data received over the 
data bus using a decryption bus key derived based [1] a portion of the key distribution data 
block, [2] a device key assigned to said decryption subsystem and [3] the nonce generated by the 
number generator (col 5, lines 10-20). 

Referring to Claim 3: 

Lotspiech discloses the limitations of Claim 1 above. Lotspiech further discloses said 
encryption subsystem comprises: 

a processing logic to process at least a portion of the key distribution data block read 
from the storage medium using the at least one device key assigned to said encryption subsystem 
to compute a media key (col 5, lines 1-10); 

a one-way function to generate the encryption bus key based on the media key and the 
nonce generated by the number generator (col 5, lines 1-6); 

and an encryption logic to encrypt data accessed from said storage medium using said 
encryption bus key (col 5, lines 1-10). 
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Referring to Claim 4: 

Lotspiech discloses the limitations of Claim 2 above. Lotspiech further discloses said 
decryption subsystem comprises: 

a processing logic to process at least a portion of the key distribution data block read 
from the storage medium using the at least one device key assigned to said decryption subsystem 
to compute a media key (col 5, lines 10-20); 

a one-way function to generate the decryption bus key based on said media key and the 
nonce generated by the number generator (col 5, lines 15-20); and 

a decryption logic to decrypt data transmitted over the data bus by using said decryption 
bus key (col 5, lines 18-20). 

Referring to Claims 5, 12 and 20: 

Lotspiech discloses the limitations of Claims 1,11 and 18 above. Lotspiech further 
discloses said data transmitted over the data bus is encrypted using the bus key derived based on 
the nonce generated by the number generator such that if said data is recorded at the time of 
transmission, said recorded data is not subsequently playable by a decryption subsystem that 
does not have access to the same nonce used by said encryption subsystem to encrypted said data 
transmitted over the data bus (col 5, lines 20-35). 
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Referring to Claims 6, 16 and 26: 

Lotspiech discloses the limitations of Claims 2, 11 and 19 above. Lotspiech further 
discloses said key distribution data block is embodied in the form of a media key block 
comprising a block of encrypted data (col 4, lines 20-30). 

Referring to Claim 7: 

Lotspiech discloses the limitations of Claim 2 above. Lotspiech further discloses said 
encryption subsystem is implemented in a storage device capable of accessing data from a 
storage medium and said decryption subsystem is implemented in a host device capable of 
retrieving data from said storage device (col 5, lines 1-20; Fig. 1). 

Referring to Claim 8: 

Lotspiech discloses the limitations of Claim 2 above. Lotspiech further discloses said 
media key computed by the said encryption subsystem will be the same as the media key 
computed by the decryption subsystem provided that neither the device key assigned to the 
encryption subsystem nor the device key assigned to the decryption subsystem have been 
compromised (col 5, lines 10-20). 

Referring to Claim 9: 

Lotspiech discloses the limitations of Claim 2 above. Lotspiech further discloses wherein 
said storage medium is selected from digital versatile disc (DVD), CD-ROM, optical disc, 
magneto-optical disc, flash-based memory magnetic card and optical card (Fig. 1). 



Application/Control Number: 09/823,423 Page 9 

Art Unit: 2135 

Referring to Claim 13: 

Lotspiech discloses the limitations of Claim 1 1 above. Lotspiech further discloses 
decrypting the encrypted data received over the data bus (col 5, lines 10-20). 

Referring to Claim 14: 

Lotspiech discloses the limitations of Claim 13 above. Lotspiech further discloses said 
decrypting the encrypted data received over the data bus comprises: 

a host device reading the key distribution data block from the storage medium (col 5, 
lines 10-20); 

the host device processing at least a portion of the key distribution data block using at 
least one device key to compute a media key (col 5, lines 10-20); 

the host device fetching the nonce generated by the number generator (col 5, lines 10-35); 

the host device combining said media key with the nonce using a one-way function to 
generate a bus key (col 5, lines 10-20); and 

the host device decrypting said encrypted data received over the data bus using the bus 
key generated by the host device (col 5, lines 10-20). 

Referring to Claim 19: 

Lotspiech discloses the limitations of Claim 18 above. Lotspiech further discloses a host 
device coupled to said storage device via said data bus, said host device including 

a processing logic, a one-way function and a decryption logic (col 5, lines 10-20), 
wherein said processing logic processes at least a portion of said key distribution data block 
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using a device key assigned to said host device to compute a media key (col 5, lines 10-20), said 
one-way function combines said media key with said nonce generated by said number generator 
to produce a bus key and said decryption logic decrypts said encrypted data received over the 
data bus using said bus key (col 5, lines 10-35). 

Referring to Claim 21: 

Lotspiech discloses the limitations of Claim 19 above. Lotspiech further discloses said 
media key computed by the said storage device will be the same as the media key computed by 
the host device provided that neither the device key assigned to the storage device nor the device 
key assigned to the host device have been compromised (col 5, lines 10-20). 

Referring to Claim 23: 

Lotspiech discloses the limitations of Claim 19 above. Lotspiech further discloses said 
storage device is embodied in the form of a DVD drive and said host device is embodied in the 
form of either a DVD player or a personal computer (col 1, line 30-35; Fig. 1). 

Referring to Claim 24: 

Lotspiech discloses the limitations of Claim 19 above. Lotspiech further discloses said 
storage medium is selected from a digital versatile disc (DVD), CD-ROM, optical disc, 
magneto-optical disc, flash-based memory, magnetic card and optical card (Fig. 1). 
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Claim Rejections - 35 USC §103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

6. Claims 10, 17 and 22 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Lotspiech (US 6,748,539) in view of Kato et al (US 6,751,321). 

Referring to Claims 10, 17 and 22: 

Lotspiech discloses the limitations of Claims 2, 14 and 19 above. 

Lotspiech does not explicitly disclose "said number generator is a random number 
generator residing within the host device". 

Kato discloses said number generator is a random number generator residing within the 
host device (col 5, lines 30-50). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to modify the teachings of Lotspiech such that the "media id" number generator 
that produces the nonce is a random number generator. One of ordinary skill in the art would 
have been motivated to do this because it would provide increased security (col 5, lines 47-50). 
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7. Claims 15 and 25 are rejected under 35 U.S. C. 103(a) as being unpatentable over 
Lotspiech (US 6,748,539) in view of Nagai et al. (US 2002/0015494). 

Referring to Claim 15: 

Lotspiech discloses the limitations of Claim 13 above. 

Lotspiech does not explicitly disclose "the host device requesting a descramble key 
required for descrambling scrambled content from said storage device; 

the storage device encrypting said descramble key read from said storage medium with 
said bus key generated by said storage device and sending said encrypted descramble key to the 
host device; 

the host device decrypting said encrypted descramble key received from said storage 
device using said bus key generated by said host device the host device descrambling said 
decrypted data using said descramble key decrypted by said host device." 

Nagai disclose the host device requesting a descramble key required for descrambling 
scrambled content from said storage device (paragraph 0059), 

the storage device encrypting said descramble key read from said storage medium with 
said bus key generated by said storage device and sending said encrypted descramble key to the 
host device (paragraph 0055); 

the host device decrypting said encrypted descramble key received from said storage 
device using said bus key generated by said host device the host device descrambling said 
decrypted data using said descramble key decrypted by said host device (paragraphs 005 1 and 
0059-0060), 
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At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to modify Lotspiech such that the data stored on the storage medium is scrambled. 
One of ordinary skill in the art would have been motivated to do this because it would provide a 
higher level of copy protection (paragraphs 0049-0051). 

Referring to Claim 25: 

Lotspiech discloses the limitations of Claim 19 above. 

Lotspiech does not explicitly disclose "said storage medium is embodied in the form of a 
DVD containing scrambled content". 

Nagai disclose said storage medium is embodied in the form of a DVD containing 
scrambled content (paragraph 0059). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to modify the teachings of Lotspiech such that the information stored on the 
medium is scrambled. One of ordinary skill in the art would have been motivated to do this 
because it would provide a higher level of copy protection (paragraphs 0049-005 1). 

Final Rejection 

8. Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Specifically applicant's amendment to include transmitting to a host device and 
to overcome the 35 U.S.C § 1 12 rejection regarding the ambiguity presented when deriving the 
bus key in the originally filed claims. Accordingly, THIS ACTION IS MADE FINAL. See 
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MPEP § 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1. 136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SEX MONTHS from the date of this 
final action. 



Application/Control Number: 09/823,423 Page 1 5 

Art Unit: 2135 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Monplaisir G Hamilton whose telephone number is (703) 305- 
5116. The examiner can normally be reached on Monday - Friday (8:00 am - 4:30 pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y Vu can be reached on (703) 305-4393. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



Monplaisir Hamilton 
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